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Wireshark 

Raw packet data 
(PCAP) 

1.  Analyst gets CSV 
file. 

Now, what machines 
were in contact with 

this one? 

Analyst can run through 
Wireshark for GUI, 
filtering capabilities… 

…or write a script to 
sort, parse, filter 

contents of CSV… 

1. Analyst gets file from sniffer monitoring traffic; is told a 
particular IP address was attacked.  Has to figure out what 
machines talked to that machine, when, where they were 
located, what kinds of activity occurred on what ports, if 
files were exfiltrated, and where they might have gone.  

2. This is 
unintelligible, so 
analyst runs it 

through 

2. That IP 
seems 

suspicious.  
Where’s it 

located? Go to 
Internet, hit 
database, 

match IP to 
geographical 

locations. 

Data 

Software on  
Desktop 

Software on  
Server 

MySQL 
Database 

LEGEND 

TCPDump 

GUI enables 
analyst to 

filter, browse 
traffic more 

easily 

Script! 

Flat/CSV file 

Export to any number of 
formats (XML, CSV, 

PostScript) 

Flat/CSV file 
Script! 

Flat/CSV file 

Let’s put into 
Analyst’s 

Notebook.  

Script! 

Excel 

Analyst’s  
Notebook 

3. What 
did they 
exfiltrate, 

and 
where did 

it go? 

Print 
graphs on 
plotter.  
Hang on 

wall.  

4. Hmmm, I 
wonder if there’s 
anything else in 

this dataset I 
should be 

worried about… 

Write report.  Set 
data aside.  

Move to next 
case.  

Simplified Data Ingestion and Processing Model

Use Cases Addressed by Cybersecurity Prototype

Titan Toolkit Provides End to End Functionality

Analytic Capability Already Deployed, Already 
Shared, and Already Attracting External Funds
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Disk/Database to Eyeballs 
-! Disk or Database Sources 
-! Data Ingestion (Doc Tables) 

-! Tokenization/N-Grams 
-! Term Dictionary/Document Dictionary 

-! Named Entity Recognition Extraction (Doc/Entity Table) 
-! Entity Ontology Processing (Tree) 

-! Term Document Matrix (Sparse Matrix) 
-! Power Weighting 

-! Trilinos SVD (Sparse Matrix) 
-! “Concept” Matrices (Dense Matrices) 

-! Document/Concept Dense Matrix (RSV) 
-! Singular Values (SV) 
-! Term/Concept Dense Matrix (LSV) 
-! Log Weighting 

-! Document Cosine Similarity (Edge Table) 
-! G-Mean Clustering (Doc Table/LSV/MIP-RSV) 
-! Document Cluster Processing (Tree) 
-! TableToGraph (Tables/Graph)    ! Data Fusion! 

-! Documents/Entities 
-! Document Similarities (SVD/Cosine) 
-! Entity/Document co-occurrence 

-! Hierarchical Document View (Tree/Graph) ! Data Fusion! 
-! Multi-ST Graph Algorithm (Graph) 

-! All data sent to “Views” (Table/Tree/Graph) 
-! All Views are “Annotation” Linked (Link) 

Table 
Tree 
Graph 
Sparse Matrix 
Dense Matrix 
Selection Link 
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